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USING FACE RECOGNITION SYSTEM
IN SHIP PROTECTION PROCESS

ABSTRACT

The process of security improvement is a huge problem es-
pecially in large ships. Terrorist attacks and everyday threats
against life and property destroy transport and tourist compa-
nies, especially large tourist ships. Every person on a ship can be
recognized and identified using something that the person
knows or by means of something the person possesses. The best
results will be obtained by using a combination of the person’s
knowledge with one biometric characteristic. Analyzing the
problem of biometrics in ITS security we can conclude that face
recognition process supported by one or two traditional biomet-
ric characteristics can give very good results regarding ship se-
curity. In this paper we will describe a biometric system based
on face recognition. Special focus will be given to crew mem-
ber’s biometric security in crisis situation like kidnapping, rob-
bery or illness.
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1. INTRODUCTION

Every day we are witnessing terrorist attacks, kid-
napping or some other crisis situations. Like other
Mediterranean countries Croatia is a tourist-oriented
country. This means that the tourism insures most of
the income. Different crisis situations, especially in
the tourist domain (like ships, aircraft or buses), may
have negative influences. Tragic terrorist attack in
Turkey is maybe the best example. Most of tragic ter-
rorist attacks in the past occurred on the ground (Eng-
land, Turkey, etc.), but it is very obvious that large
cruisers are ideal “victims”. To prevent most criminal
activities, and other activities which are not normal,
we have developed a Multimodal Biometric Model
(MBM) for ship security. This model has several func-
tions: the first function is crew supervision, the second
one is passenger supervision and the third function is

criminal prevention in a general system of interna-
tional police (or security) organization. However,
criminals are not the only subjects who are capable of
violating ship security. The cause could also lie in un-
usual behaviour of crew (alcohol, drugs, sickness,
etc.). To avoid all these violations we propose MBM in
multimodal environment.

2. BIOMETRIC MODEL

It is obvious that selecting the right biometric fea-
ture (or several) is a challenge. Most of the currently
known and applied biometric features contain a flaw
which makes them impossible to be considered ideal.
Therefore, the question of adequate selection of bio-
metric features, that is, characteristics such a feature is
to consist of, needs to be addressed. Most commonly,
biometric features have to meet the following require-
ments: universality, uniqueness, permanence, collecti-
bility, accuracy, acceptability [8], as well as the likeli-
hood of circumvention involved. The ideal biometric
feature has to meet the following criteria: it has to be
permanent and inalterable in terms of time; the proce-
dure of gathering personal features has to be incon-
spicuous and conducted by means of devices involving
minimum or no contact; it has to enable total automa-
tion of the system; the system has to be highly accurate
and its operation speed such that it enables real-time
operation [13]. None of the currenly used biometric
features meets all the criteria required for it to be con-
sidered ideal.

Although biometric devices rely on widely differ-
ent technologies, much can be said about them in gen-
eral. Figure 1 shows a modified generic biometric au-
thentication system for ITS divided into five subsys-
tems: data collection, transmission, signal processing,
decision and data storage. The first subsystem (data
collection) must be placed within a vehicle, while
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Figure 1 - Modified generic biometric model, according to [20]

other subsystems (signal processing, decision making
and data storage) must be located at the ITS centre.

The issue of finding an ideal biometric feature to
meet the demands of ITS should be raised. This prob-
lem is not easy to solve. First of all, there is no single
biometric feature appropriate enough to be consid-
ered ideal [10], [11]. The biometric feature to be used
in ITS has to be absolutely reliable so that it can be de-
termined with certainty whether in a particular situa-
tion a legitimate user is involved or not. Considering
that none of the features mentioned so far are suffi-
ciently reliable, combining single features in one of
two possible ways — by means of unimodal or multi-
modal systems — arises as an immediate solution. Each
of the two approaches has its advantages and disad-
vantages, so they should be used in strict accordance
with the policy of a system they are supposed to secure
[3].

When using biometric systems in ITS, we must in-
sure untroubled and unobtrusive surveillance of em-

ployees and customers, as well as vehicles in trans-
ports. Besides, biometrics must provide appropriate
answers in the fields of payment and security.

3. THE PROBLEM MODEL

The problem model must give directive for solving
the ship security problem. There are three classes of
problems which must be solved: the first one: Is a crew
member really a member of the ship crew; the second:
Is a passenger really a passenger of the ship and fi-
nally, the third one: Is anyone on the ship on the police
(or security) wanted circular. The first two classes can
be solved using some biometric method, and for that
purpose we suggest face recognition method in combi-
nation with some soft biometric methods (only for the
crew members). How can we choose the face recogni-
tion method? The answer is in Figure 2. Many factors
are involved in selecting biometric, given some appli-
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Figure 2 - Factors involved in the process of selecting the “right” biometric [5]

cation. The cost and security of the installation de-
pend on the choice of biometric; therefore, selecting
the appropriate biometric foe is of prime concern [5]
for the application. Accordingly, accuracy is a very im-
portant factor in selecting a particular biometric, but it
is not the most important one (shown in Figure 2).

The face recognition method is the most appropri-
ate because we can use cameras and provide observa-
tion of the entire ship. It also means that we can use
face recognition in the process of using of ship facili-
ties (like saunas, rooms, pools etc.). In that way pas-
sengers can use all facilities without tickets, keys,
smart cards and so on.

4. THE SOLUTION MODEL

The solution model depicted in Figure 3 uses bio-
metric templates of all the crew members and passen-
gers for the authentication/identification process. The
solution model is split into three basic subsystems.

The first subsystem is the ship biometric system. The
ship biometric system must compare all the photos of
the crew members and passengers with their template
photos. This subsystem must classify persons in one of
the three classes: crew, passenger and intruder. In the
class crew the system uses some of the soft biometric
measures (like blood pressures, height or weight).
Using soft biometric methods is necessary because in
the crisis situation an intruder can very easily replace
the face, but if the system detects high (not normal)
blood pressure, it can stop the ship. The ship biometric
subsystem works in combination with port biometric
subsystem. Port biometric subsystem inputs are all
templates from crew, passengers from MBM (in the
port of origin) and it performs checking at the end
point to determine whether all the crew and passen-
gers have arrived in the destination port.

The third component of the MBM system is po-
lice/security biometric subsystem. This subsystem co-
ordinates the start and end port subsystems with the
ship subsystem. The police/security subsystem has

Police/security
biometric system

Crew Passenger
Intruder
Port biometric A Port biometric
system ‘\ Bl == system
| Ship biometric
system
A

Figure 3 - Generic solution model for biometric ship security
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enough time to check every crew member and every
passenger on the ship, and has an opportunity to per-
form intervention if necessary. The entire MBM sys-
tem can be developed and implemented in a very short
time and with very small expenses. The merits of such
a system are very big. First, it is easy to travel, security
is better, it is easier to handle the passengers and the
criminal rate is reduced as well.

5. CONCLUSION

Great fear of terrorism, kidnapping and other
criminal activities has also big influence on everyday
lives. Many tourists do not want to visit a country
which is under terrorist attacks, and tries to find some
peaceful location for vacation. To insure such a vaca-
tion, we propose a multimodal biometric system based
on face recognition method which could be used on
ships. Using this simplified model it is possible to in-
sure the following goals:

- increase of general security on ships,
— increase of tourist comfort,
— decrease in the number of crisis situations.

The first goal is reached by connecting the subsys-
tems. Every part of the entire system provides a cer-
tain security mechanism. In this way all the parts are
connected into one system and security is rapidly in-
creased. The tourist comfort like using rooms, pool,
sauna and other tourist facilities is easier with biomet-
ric method (face) because passengers cannot “lose”
their faces (but they could lose a ticket or a key). Im-
plementing biometric features (face) in combination
with some soft biometric features (blood pressure) de-
creases the number of different crisis situations like
kidnappings or robberies.

This paper has described only a simplified model
of biometric security model for ship security. The
whole system should: review the established goals, re-
view security policies, guidelines, procedures and
practices, classify the data, combine data classifica-
tion, categorize the data, define legal obligations for
data and create implementation overview. The last
step includes the following components: access con-
trol methodology; branch offices, remote locations
and external entities, current network/infrastructure
diagrams, device diagrams or listing, enrolment plan/
/tracking, equipment upgrades or special equipment,
method of biometric hardware deployment, method
of software deployment, biometric solution proposed
installation method, proposed network/infrastructure
diagrams, training requirements, operating systems
that leverage the biometric solution, wireless connec-
tivity solution integration and additional implementa-
tion plan considerations.
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SAZETAK

UPOTREBA SUSTAVA PREPOZNAVANJA LICA ZA
ZASTITU PLOVILA

Proces osiguravanja sigurnosti vrlo je veliki problem, pose-
bice kod velikih brodova. Teroristicki napadi i svakodnevni
napadi na Zivot i imovinu unistavaju prijevoznicke i turisticke
organizacije a samim tim i ekonomski napredak. Posebice se
stoga to odnosi na velike turisticke brodove. Svaka osoba na
brodu moZe se prepoznati i identificirati prema nec¢emu $to zna
ili prema nec¢emu $to posjeduje. Najbolji se rezultati dobivaju
povezivanjem onoga Sto osoba zna sa onim $to osoba posjedu-
Jje. Analizirajuci problem biometrije u ITS sigurnosti zakljucili
smo da proces prepoznavanja lica potpomognut sa jednom ili
dvije tradicionalne biometrijske karakteristike moze dati vrlo
dobre rezultate u osiguranju broda. Posebnu pozornost u ovom
radu obratili smo spram ponasSanja posade u kriznim situaci-
Jjama poput otmice, pljacke ili bolesti.
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