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ABSTRACT

Integration of the collected information on the road with-
in the image recorded by the surveillance system forms a
unified source of transport-relevant data about the super-
vised situation. The basic assumption is that the procedure
of integration changes the image to the extent that is invisi-
ble to the human eye, and the integrated data keep identical
content. This assumption has been proven by studying the
statistical properties of the image and integrated data using
mathematical model modelled in the programming language
Python using the combinations of the functions of additional
libraries (OpenCV, NumPy, SciPy and Matplotlib). The model
has been used to compare the input methods of meta-data
and methods of steganographic integration by correcting the
coefficients of Discrete Cosine Transform JPEG compressed
image. For the procedures of steganographic data process-
ing the steganographic algorithm F5 was used. The review
paper analyses the advantages and drawbacks of the inte-
gration methods and present the examples of situations in
traffic in which the formed unified sources of transport-rele-
vant information could be used.
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1. INTRODUCTION

Modern technical means enable fast and reliable
collection, processing and integration of data into the
unified source of all the collected information about
the supervised situation. Regarding the format, the
collected transport-relevant data can be divided into
two groups: the first group are analytic data recorded
in the form of structured textual recording and the sec-
ond group of visual data, which is represented by im-
age (or video) recordings. The procedure of integration
of the analytic data within the structure of visual data
and the usage of cryptographic security measures rep-
resent suitable methods in the process of forming a

unified source of transport-relevant data. Integration
of data can be observed as encapsulation of the col-
lected data within one, for this purpose suitable set of
data. The review paper will present the possibilities of
integrating textual data into the image.

All transport-relevant data are merged into a
unique authentic source of information and facilitate
the analysis of the condition of a part of the transport
system. Regardless of the technical means which are
used to perform the integration and extraction of data,
there must be absolutely no change in the content of
integrated (analytical) data, not in the least. Depend-
ing on the method of integration, the transfer image
can be partly changed either in content or in the mem-
ory usage. The change has to be performed to such an
extent that the human eye cannot notice it and that it
keeps its primary property - visual presentation of the
condition on the supervised location.

The input methods of meta-data and stegano-
graphic processing in the available scientific and re-
search literature were not observed in the context of
information integration that apart from information
about image would contain information about immedi-
ate environment in which the record has been record-
ed (excluding the information on location). The input
methods of meta-data in the image are primarily in-
tended for the description of characteristics and partly
the description of the image content [1, 2, 3, 4]. The
primary purpose of the steganographic methods is
hiding of data within the image whose banal content
has the task to “distract” the observer from the inte-
grated data [5, 6, 7, 8, 9]. The presented review paper
differs from other available scientific-research papers
(dealing with the topic of steganography) because ad-
ditional attention has been paid to the images. Their
visual content contains valuable information for trans-
port experts during analysis of the observed situation
on the road and it is not limited to the role of transfer
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of integrated information. Through the discussion on
the title topic of the research review paper in the fol-
lowing sections the methods will be presented, their
influence on the data, advantages and drawbacks and
examples how transport experts can use them while
analysing the transport situations particularly in case
of the law enforcement activities. It should be empha-
sized that the steganographic processing is not strictly
applicable to transportation and traffic technology only
nor to image files as the embedded content carrier.
Steganography techniques can be applied to any kind
of digitally stored data. Due to the fact that image, au-
dio, text and video files possess redundant structure
and content they represent suitable medium for steg-
anographic processing [5, 7].

2. RESEARCH OBJECTIVE

The primary objective of data integration is the
formation of unified, authentic and credible source of
transport-relevant information about the situation on
the road and its environment. The transport experts
would have available the visual presentation of the sit-
uation (image) within which there are measured and
collected data from the measuring devices and sen-
sors on the road. Through research work it is neces-
sary to answer the following questions: to which extent
can the integration procedure affect the structure of
the image, which format and which quantity of data
can be integrated and finally, how does the procedure
affect the structure of integrated data. Only after hav-
ing answered these questions adequate method of in-
tegration needs to be proposed.

The integration procedure must respect certain
limitations: integrated data are not visible and the
human eye cannot detect the change of the image
content in the form of lighter and darker areas, defor-
mations of contours or texture, ghost-samples in the
image (French: moiré effect). Before integration and
after extraction the integrated data have to be com-
pletely identical since these are collected analytical
data whose value cannot and must not be changed,
not in the least. During research one should consider
also the security aspect so that the procedure ensures
integrated data against unauthorized access and mod-
ification. The research work used adequate software
support in order to study the characteristics of the im-
age and integrated data. Ratnakirti and Suvamoy [10]
propose the quality evaluation system of the stegano-
graphic algorithm based on the following parameters:
security, capacity, imperceptibility and runtime perfor-
mance. Evaluation method takes into account several
steganographic algorithms divided into two groups:
spatial domain and transform domain. According to
the article, F5 [6] showed best performance among
all the researched algorithms. F5 has high resistance
to visual and statistical attacks, high embedding

efficiency, high capacity and processing procedure is
not complex and computational resources consuming.
For the procedures of steganographic processing the
steganographic algorithm F5 (f5r11) was used. Using
the programming language Python (ver. 2.7.10) [11]
and with combination of the functions of additional li-
braries OpenCV (ver. 3.1.0) [12], NumPy (ver. 1.10.4)
[13], SciPy (ver. 0.17.0) [14] and Matplotlib (ver. 1.5.1)
[15] the mathematical model was formed in order to
use the analysis of results to answer the previously de-
fined questions respecting the defined restrictions. F5
algorithm has been developed in three programming
languages: primarily Java - this version was used in the
presented research, Python [16] and C# [17]. It is also
worth mentioning that F5 algorithm has been devel-
oped by A. Westfeld [18] within an academic commu-
nity. Enhancements and algorithm code improvements
did not stop so that in the last few years some authors
have made modifications in order to increase the steg-
anographic capacity [19], use algorithm in audio/vid-
eo files [20] or use it in encoded video recordings [21].

3. TRANSFER AND INTEGRATED DATA

Data of different data sources collected at the same
time, at the same place represent a joint set of data
that describes the condition of the supervised part of
intelligent transport system (ITS). In the concrete case,
the collected data were divided into two groups: ana-
Iytical (or measured) data in textual format and visual
(or recorded) image data. Regardless of the source,
form, group and structure, all the collected data share
the identical space-time context, i.e. location and time
interval in which they have been collected. Regardless
of the space-time context, the used technical means
and applied technologies of data collection and pro-
cessing, the procedures of exchange, integration and
processing of information have been standardized, the
integration of supervised and identification data per-
formed, the cryptographic protection implemented in
order to ensure the integrity of data and the system
of collecting, processing, storage, analysis and presen-
tation of transport-relevant data has been organized.

Regarding the group of collected data (analyt-
ical or image) it is necessary to define the structure
of data. The analytical data are recorded in the form
of alpha-numerical characters stored in a textual file.
The problem may be the heterogeneity of the system
for data collection with the aspect of applied techni-
cal-technological solutions. The measurement instru-
ments and sensors of different producers can have
different characteristics and additional functionalities
(although of identical purpose). Equally, the quality,
structure and accuracy of the collected data of a cer-
tain instrument do not have to be identical with oth-
er instruments. In case of integration it is necessary
to structure the collected data so as to ensure the
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possibility of extraction, import in the database, analy-
sis or presentation. Although not necessary, the textu-
al files can be compressed due to lower memory space
usage and cryptographically processed because of
data protection.

The image structure is defined primarily by applied
compression mechanisms with or without loss of data.
Higher degree of compression reduces the necessary
memory resources, but affects directly the image qual-
ity. In case of using the compression without losses it
is necessary to ensure significant computer resources
that can process a large amount of images in a short
period. The type of image is fundamentally determined
by implemented surveillance system and computer
support that can isolate a single image within the sur-
veillance video. Figure 1 shows the procedure of form-
ing the unified source of information.
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Figure 1 - Integration of collected data in the image

The integration procedure is performed by inputting
the collected data on the condition of the supervised
part of traffic infrastructure in the image file. Thus, the
image data become transferable, and the collected
(analytical) ones become integrated data. It should be
emphasised that the integrated data should not be vis-
ible or degrade the image texture, or transfer data to
the extent which is visible for the human eye. Integrat-
ed data have to be integrated in such a way that their
content, structure and memory usage are not to be
changed, not even in the slightest degree. In case of
change it would not be possible to determine whether
the integrated data have been really measured or an
error occurred during the integration procedure. The
integration procedure has to be performed in a man-
ner that allows the extraction of integrated data in the
appropriate format for subsequent analysis or presen-
tation of data.

With the proposed procedure the traffic experts
would have at their disposal a unified source of trans-
port-relevant data which refer to a certain location in
a certain time. The image data display visual situation
whereas integrated collected data provide additional
information about the measured transport-relevant
parameters as presented in Figure 2.
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Figure 2 - Presentation of measured and visual data

In this way the need to collect, process and present
each single source of information about the road con-
dition would be avoided. The software support can en-
able the display of collected visual and analytical data
in the desired format.

3.1 Procedure of data integration within image

Until today several standards for the integration
of different descriptive, technical or administrative
data within the image have been developed. The data
are input as part of the meta-data or within the im-
age structure. The input of meta-data is a well-known
and often applied method which is used in different
types of files, and it is best known for the use of image
(and multimedia) records. The second method is the
steganographic processing of files, and it proved most
efficient precisely in case of image processing. With
regard to the topic of research work the methods of
inputting the collected data within JPEG image format
[22] will be defined. According to JPEG standard, the
image in its structure contains the so-called applica-
tion segments each of which has been characterised
by markers APPn (APP - Application) in which n rep-
resents numeric designation of the segment. Maximal
memory usage of each segment amounts to 64 kb.
JEITA (Japan Electronics and Information Technology
Industries Association) developed in 1996 EXIF (Ex-
changeable Image File Format), [1]. EXIF is entered
within APP1 segment in the form of textual data, i.e.
meta-data which describe the image (author, time,
and location of recording, camera parameters, etc.)
and store a thumbnail image (Thumbnail). Informa-
tion can be additionally stored in APP2 segment if
additional multi-resolution images are used (FlashPix
extensions). In 2001 the Adobe Company presented
an extensible platform for meta-data XMP (Extensible
Metadata Platform), [2] which became ISO standard
in 2012, [3]. XMP record can be much richer with in-
formation about the image (records modifications and
used tools on the original image). If integrated in JPEG
the image format is stored in the APP1 segment with-
out the possibility of extension. If SMP record is stored
separately from the image then the memory usage
has no limitations. Within the APP13 segment me-
ta-data can be stored according to IPTC - [IM standard
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(International Press and Telecommunications Coun-
cil), [4]. The JPEG structure of the compressed image
and the record segments within which it is possible
to integrate the transport-relevant data is shown in
Figure 3 [1]:

. ! , JPEG image
MW Application segment 1 | ™ ooeeceeceeeeeeecreicnnaes
MIXIFYW Application segment 2 Metadata .

i IGITW Application segment n

y oot 4 OiartizatioriTable _ _
D( '_'||' y lJuantization Table Suitable regions for
Huffman Table data integraticn

SOF

SO Start of Frame

F5 | Hiderman |

End of Image

Figure 3 - JPEG image structure

Steganography is a combination of the Greek words
steganos (oTeyavog) - meaning “covered, concealed,
or hidden” and graphé (ypa@n) - meaning “drawing
or writing”. Literally translated, steganography means
“secret writing”, [5]. Steganography is a procedure of
inserting a secret message within a “false” message
which transfers information. At the destination of the
information follows the procedure of extracting the in-
serted message from the transferred file. The inserted
message can be compressed, encrypted and protect-
ed by a password in order to make any unauthorized
access additionally difficult and to eliminate repeating
patterns in the data structure [6]. The previously men-
tioned false or transfer message has the function of
transferring the inserted message to whom it has been
intended and “distracts” the observer (from the insert-
ed message) [7]. In the presented research work the
steganographic processing is used as the integration
procedure of analytic traffic relevant data within the
structure of the transfer image file which in itself pres-
ents visual presentation of the situation on the road.
In this case there are no “false” and “real” messag-
es but rather integrated and transfer data have equal
value as the source of transport-relevant information.
Therefore, it is of utmost importance for the stegan-
ographic processing to change the image to such an
extent which is invisible for the human eye, with the
content of the integrated data remaining completely
unchanged. As in the previous data integration meth-
od, the focus is on JPEG format of the image (or video)
recording.

The methods of steganographic integration of data
can be divided into: methods of Spatial Domain and
methods of Transform Domain [10]. The method of
Spatial Domain uses LSB (Least Significant Bit) in the
recording of the image pixel colour. Methods of the
Transform Domain modify 2-D DCT (2-Dimensional
Discrete Cosine Transformation) coefficients of JPEG
compressed recording. Both methods modify the
very structure of the image recording and become its

integral part. By modifying the DCT coefficients the po-
sition of integrated data in the image structure can be
in the continuation of the basic JPEG structure or as its
element. By adding integrated data after JPEG struc-
ture of the image has no influence on the image struc-
ture, but the memory usage of the processed image
is the sum of the usage of image and integrated data.
In case of integrating data within the JPEG structure
there is impact on the image quality, but the influence
on the memory usage is far lower and the message is
better protected against unauthorized access.

Between the methods of spatial and transform do-
main there are essential differences [8, 9]. The meth-
ods of spatial domain are applied to non-compressed
image contents such as BMP format (Bitmap). Visual
changes are small with high capacity, statistical prop-
erties of the image are significantly changed, and the
method is applicable only on some parts of the re-
cording (because of the LSB value modification). The
methods of transform domain are applied to the com-
pressed image formats such as JPEG format. Modifi-
cation of DCT coefficients affects the ratio of compres-
sion, they have lower capacity than the methods from
spatial domain, but have significantly lower influence
on the statistical characteristics of the image. Figure 4
shows the procedure of the so-called Matrix Encoding
which is used by F5 steganographic algorithm [6] in
order to properly distribute the integrated data with-
in the structure of the transfer image. Uniform distri-
bution of integrated data inside the image structure
is important for two reasons: avoidance of the visual
distortion of image content and better security against
attack from unauthorized user. Any kind of the visual
distortion on the image may fool the viewer that the
real object is recorded and disrupt conclusions related
to the observed traffic situation.

Figure 4 - Arrangement of integrated message within the
image

How successful the procedure of steganographic
integration (by method of transform domain), of the
compressed textual file within the image is, is shown
in Figure 5.
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Figure 5 - Statistical characteristics of steganographically processed JPEG recording
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A compressed textual file of size indicated under
item integrated txt in tables has been integrated with-
in every image (denoted by A, B, C, D) using stegan-
ographic algorithm F5. Under items JPEG(JP) and
STEGO(ST) there is obvious change of the file size and
of the number of colours after the steganographic in-
tegration thus proving that the procedure affects the
ratio of the compression of the image recording. By us-
ing the mathematical model the statistical character-
istics of RGBI (R=Red, G=Green, B=Blue, I=Intensity)
of every image have been calculated. The calculation
of mode, mean value, standard deviation and RMS
(Root Mean Square) for JPEG have been presented
and the image of each single channel has been steg-
anographically processed. The results prove the hy-
pothesis that steganographic integration affects the
image to such extent which is invisible to the human
eye, and the difference can be read as mild change
of statistical characteristics of the image. Statistical
characteristic of the correlation (Correl.), Mean Square
Error and Coefficient of Determination between com-
pressed and steganographically processed recording
additionally confirm the thesis that the differences be-
tween recordings are very small. The presentation of
the histogram of each single RGBI channel, shows an
almost perfect overlapping of the lines of compressed
and steganographically processed image. It should be
noted that the textual data before integration and af-
ter extraction are fully identical regarding the content
and memory usage. This has confirmed the hypothesis
that steganographic processing does not change the
integrated data, not in the least. The arrangement of
integrated data within the image structure is present-
ed in Figure 6.

It is obvious that the steganographic algorithm F5
tends to distribute the integrated message properly
within the image structure. The black nuances in the
graphic display refer to the size of the change in the
pixel lighting intensity of the steganographically pro-
cessed recording. The integration and change of the
values of the image recording is not concentrated to a
single area of the image thus reducing the possibility
of changing the texture and deformation of image.

Preservation of statistical properties of the image is
essential from the aspect of data security since some
steganographic algorithms leave characteristic “trails”
in the recording structure. By analysing the image, the
potential attacker (or malicious user) could influence

the content of integrated messages thus degrading the
credibility and authenticity of the transport-relevant
data. The characteristics of the mentioned methods
of data integration within the image are mentioned in
Figure 71, 2,3,4,5,6, 7, 9].

The advantages of the methods of meta-data in-
put are the maximal capacity regardless of the image
content, resistance to the change of content and stan-
dardized procedure. The drawbacks are that only tex-
tual data input is possible, and the undeveloped data
security system against content change.

The essential advantage of steganographic pro-
cessing is the possibility of integrating data regardless
of their format, the procedure does not generate addi-
tional data; the procedure has very developed systems
for data security against unauthorized access and
subsequent manipulation. The drawbacks are reflect-
ed through the dependence of integration capacity on
the image content; in case of manipulation with the
content of the image the integrated data are destroyed
and the fact that the procedure is non-standardized.
Therefore, it may be concluded that steganographic
processing enables integration of different types of
data with high level of security against subsequent ma-
nipulation and represents high-quality method of data
integration against the usage of meta-data. It should
be emphasised that both integration methods are not
mutually exclusive and it is possible to use both meth-
ods at the same time on a joint image.

3.2 Steganographic integration of transport-
relevant data

The aim of steganographic processing is the inte-
gration of collected data in the image structure at the
supervised location. The purpose, type and character-
istics of the applied measuring equipment depend on
the specifications and requirements of the supervisory
bodies of ITS, transport experts and the subjects inter-
ested in these data. Apart from the collected data, the
control data which can be additionally cryptographi-
cally protected are also steganographically integrated.
Control data can transfer information about the origin
and real owner of the collected and integrated infor-
mation. It should be kept in mind that the amount of
integrated data is limited due to steganographical al-
gorithm constraints or their memory usage.

Regardless of the number of supervised locations
it is essential that all the collected data and images

240
210
180
150
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90
60
30
0

Figure 6 - Arrangement of integrated message within JPEG format structure
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Figure 7 - Comparison of characteristics of methods of data integration

are synchronised, i.e. the values of the collected data
have to be steganographically integrated at the identi-
cal moment. The time of storing the transport-relevant
data can connect the gathered data from different lo-
cations into one logical unit. The gathered data can be
extracted into a separate database for further analysis
or may be divided and exchanged with the elements
of one’s own, neighbouring systems or with users
who are interested in these data. In order to insure
credibility and authenticity of the steganographically

processed recording the methods of public cryp-
tographic key can be used. The procedure of collecting
and steganographic integration of data is presented
in Figure 8.

Control data that can be prepared in advance or
calculated on the basis of currently available gath-
ered data are added to the record. In order to save the
memory space and remove the repeating samples of
data the textual file with analytic data is compressed.
The procedure of compression is protected by the

Control data GPS and telecom. | Traffic radar ) SURVEILLANCE CAMERA ASSEMBLY
0 Captured video -
antennas e Keyframe Collected data processing
- Aﬂ’-“ | o o
. = L ' Collecting »(_ Formating @)
Surveillance camera
- Q - — @
) Compression ~ = Encryption N
1] Measure.
™ equipment o Y .
surveillance and sensors conjoined collecled data @ @ Steganographic
video stream Set of the stegano. processed video keyframes y  integration
t J Slegano 'aware" encoder Surveillance video
Collected data archiving
-

Captured Video
keyframe

=

Video
re - encoding

MI\OM + 73 Password

Transfer stegano.
processed video to centre

Figure 8 - Steganographic integration of data
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password, and then encryption of data is done by pri-
vate cryptographic key of the surveillance centre. The
prepared data are steganographically integrated in the
structure of the video recording frame, and with the
purpose of additional security the steganographic key
defined by the surveillance centre is used. After steg-
anographic processing, the image (or video) record is
transferred via information-communication network
towards the surveillance centre.

The procedure of steganographic extraction of the
traffic-relevant data is presented in Figure 9 and it is
inverse to the previously described procedure of inte-
gration.

Surveillance
video archive  Captured surveillance video .
. : »( Analysis
Video presentation
Data a  Gtommroo T m T
> - Steganog_raphlc »( Decryptionsi=—»( Decompressions.
3 extraction t] g
Export data v ‘ v

Postprocessing Presentation Analysis

Figure 9 - Steganographic extraction of data

After storage, the steganographically processed
image (or video recording) contains visual presenta-
tion and concrete transport-relevant data about the
condition on the supervised segment of ITS. With the
procedure of steganographic extraction of the gath-
ered data they are exported into the form which is suit-
able for presentation or analysis. The image or video
recording further keep their basic function and the
user does not notice the decline of quality in the form
of reducing details, colour, occurrence of samples or
deformation of image. The user who has no authority
of access to data, has no installed software support or
simply is not familiar with the steganographically inte-
grated data, can see “common” stored image or video
recording about the condition of the ITS part.

In order to realise access to steganographically in-
tegrated data about the condition of the supervised
part of ITS, it is necessary to have, apart from ade-
quate software equipment and support, user rights as
the element of data security system. After the realised
application of steganographic key (which has to be
identical to the key used during steganographic inte-
gration), the application of the procedure of decryption
and decompression of data the user has at disposal
the textual file which contains the measured trans-
port-relevant data. As previously already mentioned, a
large number of applications support this format for
the presentation or for their import in the database for
data analysis.

In case of incident situations the transport experts
can be focused on monitoring the condition on a single
location, but they have available data about all loca-

tions for which the data have been steganographically
integrated. In case there is need to access the col-
lected data on other supervised locations at a certain
moment it is possible to access simply and fast pre-
cisely these data and visual presentation of the con-
dition. Since all the collected data at all locations are
time-synchronised it is possible to steganographically
extract only the desired data and to present them. For
the analysis of the collected data it is necessary only
to select the desired location and the time scope since
the data are extracted directly from the transfer file,
and thus it is not necessary to view the supervisory
image or video recording to access the steganographi-
cally integrated data.

3.3 Structure and access to integrated data

As already mentioned, the system of collecting
data can be extremely heterogeneous from the aspect
of applied technical and technological solutions. The
measurement instruments collect data that differ ac-
cording to the source, type, values, precision, frequen-
cy of collecting, etc. The transport expert, regarding
the field of interest of research selects the sources of
data and collected information about the condition of
the supervised section of the transport system or ITS.
If all the supervised parts of the traffic system were
taken into consideration as well as the data about its
influence on the adjacent systems then a respectable
source of transport-relevant information would be
available.

The question is in what way the data should be
organized for the transfer, later processing, import
into the database and presentation, so that at the
same time the format itself does not generate a large
amount of meta-data. All data need to be hierarchi-
cally structured in order to accurately determine the
location, time and device which collected the trans-
port-relevant data. JSON (JavaScript Object Notation)
is the format for data exchange which can preserve
the hierarchical structure of data, and it has a very
simple structure and it is not dependent on the hard-
ware or software platform [23, 24]. Beside JSON there
is also XML [25] format which is standardized and it is
used in many systems and applications. The reason
why the JSON format is chosen instead of XML, lies in
the fact that JSON possesses some significant advan-
tages over XML [24]: it requires less data for the same
amount of information, much simpler structure, format
is human readable and understandable, it is suitable
for data exchange (while XML is suitable for document
exchange) and faster and easier processing than XML.

The collected transport-relevant data are format-
ted according to JSON format and stored in a textu-
al file. In order to save memory space, the file can be
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Figure 10 - Transfer and storage of collected data in NoSQL database

processed and encrypted because of data security
against unauthorized access and manipulation. The
compressed and encrypted file is steganographically
integrated into the image structure. If there is need
for analysis or presentation of the gathered data, the
steganographic extraction, decryption and decompres-
sion form the JSON formatted file which can be easily
introduced into the database or application which will
present them in the appropriate format.

Regarding the heterogeneity of the data collection
system using a large number of criteria it may be con-
cluded that it is not possible to define the fixed struc-
ture of the database for their storage. In case of chang-
ing the device, software support or change of working
parameters, the existing defined structure will not be
able to store the collected data. SQL (Structured Query
Language) relational databases have a strictly defined
structure, whereas the so-called NoSQL databases
have dynamic structure which changes very easily, the
database is (horizontally) scalable and the failure of
one of the servers does not affect the system opera-
tion [26]. Figure 10 shows the system of transferring
and storing the transport-relevant data within NoSQL
database.

NoSQL bases are adapted to working with large
amounts of data that have a changeable structure and
content. Regarding the previously mentioned charac-
teristics of the data collection system NoSQL databas-
es can represent a suitable solution for their storage,
analysis and presentation.

As mentioned previously, NoSQL system does not
require static data scheme, it supports JSON and it is
very suitable for heterogeneous data collection sys-
tem, but also has certain drawbacks. Due to the fact
that collected data is shared on the network, the CAP
theorem [27] should be considered. CAP is an acronym
for the three desirable properties of the distributed
system: consistency (C), availability (A) and partition
tolerance (P). The CAP theorem states that the system

can have at least two of three mentioned properties.
Since the presented NoSQL storage system prefers
availability and partition tolerance, the consistency
may be compromised in some cases. In practice, it is
important to decide what will happen if time-out takes
place during data fetching. Due to the fact that stegan-
ographically embedded data content can present valu-
able source of information for the traffic experts, the
proposed system should primarily ensure data consis-
tency - not availability. If error or time-out take place,
the system should be able to repeat steganographic
extraction from surveillance video frames and store
data into database. Depending on the system purpose
it is possible to provide certain consistency and avail-
ability trade-offs. Group of authors [28] implemented
an extension to YCSB (Yahoo Cloud Services Bench-
mark) tool [29]. Application extension is able to count
the numbers of stale reads in real time and can be
used in evaluation of the consistency and availability
trade-offs (the proposed model also takes latency into
account).

4. EXAMPLES OF USING STEGANOGRAPHIC
INTEGRATION

Next examples will present the possibilities provid-
ed by the mentioned system of steganographic inte-
gration. It should be emphasized that the first example
is associated to the data protection while the second
example is associated with the law enforcement top-
ic. Since the steganographic data are part of the im-
age structure, every change of the file content causes
damage or complete destruction of integrated data.
The mentioned characteristic can present a reliable in-
dicator that the image content has been manipulated.
Figure 11 shows the procedure of integrating control
data. Regardless of the degree of data content change
(even one pixel) the integrated data will be destroyed.
The impossibility of extracting control data qualifies
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the image as a non-authentic and non-credible source
of information.
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Figure 11 - Steganographic integration of control data

In the following example in Figure 12 the procedure
of detecting a traffic violation is presented, and inform-
ing the person who did it and visual and analytic pre-
sentation of the incident situation.
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3 processed video
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Review suwelllance camera Oﬁende' image
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the traffic violation Upload JPEG with stegano.

integrated access code

Figure 12 - Communication with the traffic offender

After traffic violation detection the identity of the
person who did it is checked. Within the image or vid-
eo recording there are data about the condition of the
road at the moment of incident occurring. The traffic
offender can be informed about the committed traffic
violation via e-mail containing steganographically pro-
cessed image attachment in JPEG format. The mes-
sage contains steganographic integrated data which
can be used by the transport offender to access the
system in which they will be able to receive more infor-
mation about the state of the road and the surround-
ings during the violation.

5. CONCLUSION

The research work has presented the possibility of
forming a unified source of transport-relevant data. By
combining the visual and measured data and by us-
ing the infrastructure of the public cryptographic key,
transport experts have available authentic and cred-
ible data with legal force about the situation on the
supervised section of the road.

The data integration methods through meta-da-
ta or by using the steganographic mechanisms have
been analysed. The steganographic method has the
advantage due to the possibility of data integration in
the desired digital format within the image structure.
The analysis results indicate that the change in the
carrier image content is invisible for the human eye,
statistical properties are slightly changed, and the in-
tegrated data before integration and after extraction
are fully identical.

Because of the heterogeneity of data collection
system from the technical-technological aspect, it was
suggested that the collected data should be struc-
tured in the JSON format. Furthermore, NoSQL type
of database for the storage of the collected data has
been suggested since they do not require strictly de-
fined data structure, have a high level of scalability
without influence on the operation and functioning of
the system.

Future research is directed to the development of
steganographic algorithms that support integration
of large amounts of data within the video recording.
When forming the video recording the change of the
image content structure would be performed thus
directly influencing the integrated data. If the video
encoder were “aware” that within some images there
are integrated data, then it would integrate them into
the video recording without change. Thus the video re-
cording would keep their primary intention of present-
ing the situation on the road, whereas certain images
(i.e. video recording frames) would contain integrated
data. By extracting data the transport experts obtain
detailed information about the values of the trans-
port-relevant data for the situation presented by the
video recording.
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SAZETAK

Integracija prikupljenih informacija na prometnici un-
utar slikovnog zapisa snimljenog nadzornim sustavom
formira objedinjen izvor prometno relevantnih podataka o
nadziranoj situaciji. Osnovna pretpostavka je da postupak
integracije slikovni zapis mijenja u mjeri koja je nevidljiva
za ljudsko oko, a integrirani podaci zadrZavaju identiCan
sadrZaj. Navedena pretpostavka dokazana je ispitivanjem
statistickih svojstava slikovnih zapisa i integriranih podataka
matematickim modelom modeliranim u programskom jeziku
Python uz koriStenje kombinacije funkcija dodatnih bibliote-
ka (OpenCV, NumPy, SciPy i Matplotlib). Model je koriSten
za usporedbu metode unosa meta-podataka i metode steg-
anografske integracije korekcijom koeficijenata diskretne
kosinusne transformacije JPEG komprimiranog slikovnog
zapisa. Za postupke steganografske obrade podataka ko-
risten je steganografski algoritam F5. U radu su analizirane
prednosti i nedostaci metoda integracije te primjeri situacija
u prometu u kojima bi formirani objedinjeni izvori prometno
relevantnih informacija mogli biti koristeni.

KLJUGNE RIJECI

integracija; inteligentni transportni sustav; meta-podaci; na-
dzorni sustav; steganografija;
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